
As part of a Department of Defense (DoD) contract, 
data may be collected, created, transmitted, or 
received from or for the government. This includes 
Controlled Unclassified Information (CUI), which 
refers to sensitive, unclassified information, and 
Federal Contract Information (FCI), which is non-
public information. 
The Cybersecurity Maturity Model Certification (CMMC) program is designed to help 
protect both types of data that may be shared between the DoD and its contractors 
and subcontractors. The regulation became effective in late 2024 and is expected to 
appear in some DoD contracts and solicitations in 2025.

The CMMC program is intended to enforce compliance with cybersecurity 
requirements for systems that handle CUI and FCI, aligning with the DoD’s 
information security standards for the defense industrial base. Under the CMMC 
rule, members of the defense industrial base must adopt a range of cybersecurity 
controls based on the specific type and sensitivity of the information they process. 

Compliance with CMMC will be mandatory for DoD contract awards, with a few 
limited exceptions.

How Marsh can help: 
Marsh has partnered with CMMC-accredited firms to provide a more streamlined 
process for defense industrial base members to understand CMMC requirements 
and help achieve CMMC compliance. Marsh can connect you with vendors to review 
compliance readiness and provide recommendations for firms that can conduct 
formal assessments. This better enables you to pursue CMMC compliance while 
simultaneously obtaining enhanced cyber insurance coverage and terms,  
simplifying the overall process.

Marsh’s Cybersecurity 
Maturity Model 
Certification Program
Simplifying CMMC Compliance  
and Cyber Insurance Placement

BENEFITS:
Tailored vendor 
selection 
Marsh helps you compare and  
select suitable third-party CMMC 
vendors based on specific needs  
and budget.

Cost savings 
You benefit from discounted  
CMMC preparation consulting  
and assessment services, as well  
as preferred pricing for cyber 
insurance coverage and terms. 

Streamlined process 
Combining CMMC compliance  
and cyber insurance underwriting 
into one process saves you time  
and effort.

Access to accredited 
consultants and third-
party assessors 
You can access accredited  
CMMC readiness consultants  
and third-party assessors at 
preferred rates, with the goal  
of reducing costs during the  
actual CMMC audit.

https://www.dodcui.mil/CMMC/Cybersecurity-Maturity-Model-Certification/


Marsh is a business of Marsh McLennan. 

This document and any recommendations, analysis, or advice provided by Marsh (collectively, the 
“Marsh Analysis”) are not intended to be taken as advice regarding any individual situation and 
should not be relied upon as such. The information contained herein is based on sources we believe 
reliable, but we make no representation or warranty as to its accuracy. Marsh shall have no obligation 
to update the Marsh Analysis and shall have no liability to you or any other party arising out of this 
publication or any matter contained herein. Any statements concerning actuarial, tax, accounting, 
or legal matters are based solely on our experience as insurance brokers and risk consultants and 
are not to be relied upon as actuarial, tax, accounting, or legal advice, for which you should consult 
your own professional advisors. Any modeling, analytics, or projections are subject to inherent 
uncertainty, and the Marsh Analysis could be materially affected if any underlying assumptions, 
conditions, information, or factors are inaccurate or incomplete or should change. Marsh makes no 
representation or warranty concerning the application of policy wording or the financial condition 
or solvency of insurers or reinsurers. Marsh makes no assurances regarding the availability, cost, 
or terms of insurance coverage. Although Marsh may provide advice and recommendations, all 
decisions regarding the amount, type or terms of coverage are the ultimate responsibility of the 
insurance purchaser, who must decide on the specific coverage that is appropriate to its particular 
circumstances and financial position.
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About Marsh
Marsh, a business of Marsh McLennan 
(NYSE: MMC), is the world’s top  
insurance broker and risk advisor.  
Marsh McLennan is  a global leader  
in risk, strategy and people, advising 
clients in 130 countries across four 
businesses: Marsh, Guy Carpenter, 
Mercer and Oliver Wyman. With annual 
revenue of $23 billion and more than 
85,000 colleagues, Marsh McLennan 
helps build the confidence to thrive 
through the power of perspective.  
For more information, visit marsh.com, 
or follow on LinkedIn and X.
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Simplified access to leading cybersecurity providers:
Marsh’s CMMC program is part of the Marsh Cyber Marketplace, which offers  
you a tailored portfolio of leading third-party cybersecurity solution providers 
to address your unique cyber risk and control needs. By integrating the CMMC 
program into the Cyber Marketplace, Marsh enables you to more easily access  
a diverse range of accredited vendors and services designed to enhance your 
cybersecurity posture. This comprehensive approach intends to streamline the 
process of achieving CMMC compliance and empowers you to make informed 
decisions based on your specific requirements.

For more information about Marsh’s CMMC Program, visit marsh.com  
or contact your Marsh representative.

FEATURES
CMMC preparation 
consulting 
Conducted by selected vendors  
to help roadmap future  
compliance efforts.

Brokerage services 
Marsh brokers use the CMMC 
assessment and audit to help you 
improve cyber hygiene, enabling  
you to expand insurance options  
or enhance existing coverage.

Customized coverage
Cyber insurance programs  
are designed to meet your  
specific needs.
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