C®ALFIRE

Cybersecurity that fuels success

COALFIRE AT A GLANCE

Deep experience Industry- and client-focused innovators
* Nearly 20 years providing cybersecurity services * 95% of clients renew their contracts year after year

e Proven results enabling a wide range of government « 11 locations with more than 700 employees
organizations (including 12 executive departments)

; ) o o o e More than 40 industry certifications and affiliations
to achieve their mission-specific cyber objectives

¢ Best practices gleaned from federal government

e The largest provider of cyber advisory and assessment :
and commercial past performance

services to the cloud service provider (CSP) market
¢ One of the largest, most advanced, and industry-

recognized technical security testing and
simulation teams

¢ Active continuous diagnostics and mitigation (CDM)
delivery program organization

e The leading FedRAMP Third Party Assessment

) ) ¢ A unique offering of security engineering services
Organization (3PAO) for CSPs

fueled by experts with top technical certifications
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A FULL SPECTRUM OF CYBERSECURITY SERVICES

Cyber Automation, Engineering, and Orchestration
e Design and optimize innovative, unique, and customized continuous monitoring solutions that provide
risk situational awareness to various stakeholders and enable effective mitigation decisions.

e Provide technical security engineering and operational/program support for integrated, modernized systems
that leverage cloud, mobility, and other solutions.

Security Compliance and Advisory

e Provide independent advice and validation of IT controls relative to industry and government standards,
including FedRAMP, PCI DSS, HITRUST, HIPAA/HITECH, FISMA, DIACAP/DoD RMF, NIST RMF, and SOC.

Cyber Program Management and Operations
e Provide cyber subject matter expertise to fulfill management and operational mission objectives.

e Employ CMMI and ISO standards and methodologies to streamline repeatable cyber processes
and procedures.

Technical Security Assessments

e Model and replicate sophisticated real-world attacks to assess cyber capabilities, leveraging a broad range
of techniques, including offensive testing, penetration testing, vulnerability scanning, and red teaming.

e Train and enable your organization to determine how best to manage and respond to critical incidents.

CERTIFIED TECHNICAL EXPERTS IN LEADING CLOUD, ENCRYPTION,
VIRTUALIZATION, AND CONTINUOUS MONITORING SOLUTIONS
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COALFIRE FEDERAL OVERVIEW

WE SERVE A WIDE RANGE OF CLIENTS AND MISSION AREAS:

Cybe_r Aut_omation, Secu_rity Technical Security Cyber Program
Engineering, and Compliance Assessments Management and
Orchestration and Advisory Operations
Department of Defense ‘ ‘ ‘ ‘
Department of Health and Human Services ‘ ‘ ‘ ‘
Department of Homeland Security ‘ ‘ ‘ ‘
Department of the Interior ‘ ‘ ‘
Department of Justice ‘ ‘ ‘ ‘
Federal Retirement Thrift Investment Board ‘ ‘ ‘
Smithsonian Institution ‘ ‘ ‘ ‘
Social Security Administration ‘ ‘ ‘ ‘
U.S. Agency for International Development ‘ ‘ ‘ ‘
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TRUSTED INSIGHT FOR NAVIGATING THIS COMPLEX CYBER WORLD
Highly Adaptive Cybersecurity Services (HACS) Other contract vehicles . IT Schedule 70 SeaPort-e
* Special Item Number (SIN) 132-45 « CDM BPA Subcontractor (€L Contract Holder

(legacy) / 54151HACS » SeaPort Enhanced prime contract

CMMI Services Maturity Level 3 | Accredited FedRAMP 3PAO, NSA NSCAP VAS, PCI QSA, and HITRUST CSF Assessor | Certified ISO 9001 (2015),
ISO 20000 (2011), ISO 27001 (2013) | CONUS/OCONUS Support Capability | System for Award Management Registered

CAGE Code: 36BY6 | DUNS #: 184456155 | NAICS: 541519, 541512, 541513, 541611, 541690, 541511
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